I. OVERVIEW
Much has been written about the likely impact of blockchain technology during its brief, decade-long existence. Early scholarship on this topic has focused on the legal and financial implications of virtual currencies which is based on blockchain technology. Rapid introduction and diffusion of technological changes throughout society, such as the blockchain, continue to exceed the ability of law and regulation to keep pace. Will blockchain prove as disruptive to business models and entrenched societal institutions as: electricity, radio, television, or the Internet? What beneficial aspects of the blockchain have been identified thus far and what future applications are probable? Should we expect blockchain technology to result in massive global changes? The primary goal of this article about blockchain is to present an all-encompassing basic explanation of what it is; how it works; why it's important; and identified potential uses to date.
Our article proceeds in six sections. First, we provide a summary description of the blockchain. Second is a discussion of the mechanics of this disruptive technology. Third, we present an analysis of two distributed ledger technologies, bitcoin and the IOTA protocol. Fourth is coverage of the history and use of virtual currencies. Fifth, we look at internet scams and the regulators charged with protecting against them. Sixth is a brief overview of the many identified uses to date for blockchain technology. And last, we conclude. We believe this paper is a valuable addition to the literature by providing a readable introduction and overview of what is now known about the likely impact of blockchain technology.
II. WHAT IS THE BLOCKCHAIN?
Aaron Wright and Primavera De Filippi write, " [t] he blockchain is a distributed, shared, encrypted-database that serves as an irreversible and incorruptible public repository of information. It enables, for the first time, unrelated people to reach consensus on the occurrence of a particular transaction or event without the need for a controlling authority."
1 In essence, blockchain is
Advantages
• Implements a shared repository that is maintained by peers-everyone can access data and view transactions. Moreover, storing information on nodes prevents data loss in case of unexpected events.
• Provides trust between parties. Digital signature and validation ensure that every node and user behaves correctly, without needing intermediaries.
• Could become a worldwide data repository accessed by different actors. Everyone can potentially read/write on it.
• Transparency is guaranteed. Everyone could read not only the final state of transactions, but also the history of passed states.
• Immutability. Data cannot be erased or changed.
• Decentralization. It can run without a central authority and cannot be controlled, censored, or shut down.
• Automation. With smart contracts, activities could be automatized.
Disadvantages
• Characterized by high power consumption. A Bitcoin transaction could cost $6 when considering the energy consumed by network nodes.
• Mining requires expensive hardware, and the majority of computing power is wasted. Mining blocks is a competition among nodes where only the quickest wins-the others are just wasting resources. To increase the probability of winning, nodes could join mining pools and collaborate with other nodes, sharing revenues. A solution to reduce the amount of necessary computing power could be to change the mining process from proof of work to proof of stake, where nodes can purchase the opportunity to mine using tokens, and mining power is proportional to the number of tokens owned. This way, mining would be less resource intensive but would be restricted to token holders.
• Data replication requires space. Local copies of the blockchain (hence, of all transactions that have occurred since its creation-about 105 Gbytes for Bitcoin and 70 Gbytes for Bitcoin and Ethereum; http://bitinfocharts.com) are stored on each network node. Performances are therefore not yet comparable with databases.
• Adding information is slow. Creating a Bitcoin block takes around 10 to 60 minutes (http://blockchain.info/charts/avg-confirmation-time). Ethereum requires 15 seconds, (http://etherscan.io/chart/blocktime), a smaller though still significant amount of time.
• Immutability and transparency could harm users' privacy and reputation. Every network node would store a copy of the blockchain and could possibly access its content.
• Smart contracts cannot rely on external APIs. Every node should be able to process previous transactions and end with the same result as the other nodes. That is, information must be immutable. Consequently, data required by a smart contract should be first injected in the blockchain.
Oracles can enable this injection, but require a strong reputation system or governance mechanism and need to be as robust as the blockchain itself, not to become the weakest part of the process. Smart contracts can be buggy. Because their code is publicly available and they become autonomous entities once they are created, they could be "candy for hackers." As they are stored on the blockchain, smart contracts cannot be modified. To remove code bugs, developers have to create new contracts and transfer all data and pointers from the old to the new ones. The most relevant case of a smart-contract-based attack happened on Ethereum in June 2016, when about $60 million was "stolen.
3

III. THE MECHANICS
A. The Basics
Blockchain is a modification and conglomeration of existing technology and concepts. Michael Scott explains, "The blockchain is a testament to the power of a single cryptographic primitive-the hash function. Really nothing else is required, so if you can get your head around the hash function, you can understand the basics of the blockchain."
4 Mr. Scott describes a hash by stating:
A cryptographic hash function takes one input and calculates one output. For example, for the input 'We hold these truths to be self-evident', the well known hash function SHA256 produces the output: 84ba74b2661c87470665a1a5f5ab526afcf266f8c5effb795bef2d2514a8a fd3
For the slightly different input "we hold these truths to be self-evident" (note the lower case w), the output is 246160c031a4ddd9d940e931721fdec7e72087c8eccf5ea5621bb15d229 59c19 5 The above examples provide information about hash functions. Mr. Scott writes:
The output bears no obvious relationship to the input, indeed it looks completely random. A tiny change to the input produces a completely different output . . . given just the output it's impossible to determine the input. For this reason the hash function is often called a "one way" hash function. Also, it's impossible to find two different inputs which give the 3 Id. at 68. 4 See Michael Scott, The Essence of the Blockchain,1 (unpublished manuscript) (on file with authors). 5 Id.
same output. For the function SHA256, the 256 refers to the fact that the output is always the same length (actually 256 bits), independent of the length of the input.
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Blockchain gets its names from the chaining of the hash. Mr. Scott provides us with a diagram appearing here as Exhibit 1.
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Exhibit 1 A Simple Hash Chain
Mr. Scott writes the following explanation:
Here the T are "transactions" of some sort. Examine this diagram for a while, and appreciate the power of the chaining. The value H3 is calculated by hashing the whole of block 3, which includes the hash of block 2, which in turn includes the hash of block 1 etc. Note that because of the one-wayness of the hash function, this chain can only be calculated from left-to-right. So already we have some of the properties we want. This hash chain can potentially be used as an immutable record of transactions. Any attempt to tamper with it can be detected, as the hashes will change.
Consensus is the word for a general agreement or majority of opinion between a number of subjects. . . . Consensus in a blockchain network refers to the process where the distributed nodes agree on the history and the final state of the data on the ledger, usually referred to as distributed consensus. Since all participants in the network hold the data, they can also be a part of the decision-making. Every new block that gets added to the blockchain needs to be agreed upon according to the defined protocol so that the replication is done uniformly.
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There are numerous different consensus algorithms that have been developed. For example, Professors Deepak Puthal, Nisha Malik, Saraju P. Mohanty, Elias Kougianos, and Gautam Das describe the three major algorithms as follows:
Practical Byzantine Fault Tolerance Algorithm
The practical Byzantine fault tolerance (PBFT) algorithm was proposed as a solution to the Byzantine Generals' Problem, which is about conducting a successful attack on a rival city by the Byzantine army. For the Byzantine army to win, all of the loyal generals must work from the same plan and attack simultaneously. In addition, no matter what the traitors do, the loyal generals should stick to the decided plan, as a small number of traitors could ruin the plan. Similarly, in the blockchain, PBFT works to establish consensus among the participating nodes. The nodes maintain their current state, and, when a new message is received, the current state and the message are fed together for computations to help the node reach a decision. This decision is then broadcast to the network. A majority of the decisions determines the consensus for the network. Hyperledger, which is working on developing consortium blockchain systems for businesses, utilizes PBFT as its underlying consensus mechanism. It should be pointed out that many of the new developments on blockchain stem from prior work on distributed databases.
Proof of Work
Proof of work was the first decentralized consensus protocol proposed by Nakamoto to achieve consistency and security in the bitcoin network. In bitcoin, currency transfer occurs in a completely decentralized fashion, thus requiring a consensus for authentication and block validation. The nodes in the bitcoin network compete to calculate the hash value of the next block, which is supposed to be less than a dynamically varying target value, determined by the consensus rule. Nodes achieving the solution wait for confirmation by other nodes before adding the block to the existing blockchain. More than one valid block might be generated if multiple nodes find an appropriate solution causing a temporary fork (branch) in the network. In such scenarios, all of them are acceptable, and the nodes closer to the miners accept the solution they receive and forward the same to other peers. Conflict at a later stage is avoided by accepting the longest version of the chain available at any time.
Proof of Stake
Proof of stake was proposed to overcome the disadvantages of excessive power consumption by proof of work in bitcoin. Ethereum utilizes proof of stake to achieve consensus. Instead of investing in resources that can perform rigorous computations for hash calculations in proof of work, proof of stake proposes to buy cryptocurrency and use it as stake in the network. The stake is directly proportional to the chance of becoming the block validator. To reach consensus, the block validator is randomly selected and is not predetermined. The nodes producing valid blocks get incentives, but, if their block is not included in the existing chain, they also lose some amount of their stake.
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Professors Deepak Puthal, Nisha Malik, Saraju P. Mohanty, Elias Kougianos, and Gautam Das, discuss the following factors to be considered as various consensus models are being developed:
• Type of blockchain: A blockchain network can be permissioned or permissionless.
• Transaction rate: The consensus algorithm basically decides the rate at which transactions are confirmed. In bitcoin, which employs proof of work, the transaction rate is only seven transactions/s, because proof of work requires significant computation time and the block generation time is 10 min.
• Scalability: A blockchain system is scalable if it can achieve consensus with the number of nodes continuously growing, especially in public blockchain systems.
• Participation charges: For some systems, an initial cost of participation is required. For example, with proof of stake, nodes invest in the cryptocurrency to express their interest in the consensus and block validation, whereas proof of work requires energy input, which is not necessary if you simply want to be part of the network and do not wish to mine.
• Trust condition: This determines whether the nodes contributing are to be trusted and predetermined (as in consortium and private blockchain 11 
Permissionless Blockchains
Bitcoin and Ethereum are instances of permissionless blockchains, which are open and decentralized. Any peer can join and leave the network as reader and writer at any time. Interestingly, there is no central entity which manages the membership, or which could ban illegitimate readers or writers. This openness implies that the written content is readable by any peer. With the use of cryptographic primitives however, it is technically feasible to design a permissionless blockchain which hides privacy relevant information (e.g. Zerocash).
Permissioned Blockchains
To only authorize a limited set of readers and writers, so calledpermissioned blockchains have been recently proposed. Here, a central entity decides and attributes the right to individual peers to participate in the write or read operations of the blockchain. To provide encapsulation and privacy, reader and writer could also run in separated parallel blockchains that are interconnected. These abilities to perform agreements at machine speed and emulate an escrow without a need for a trusted third party, provide vast capabilities as seen in the use cases in Section VIII (Infra.).
IV. ANALYSIS OF TWO DISTRIBUTED LEDGER TECHNOLOGIES
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A. IOTA Named after the ninth letter of the Greek alphabet, the IOTA protocol is an open-source distributed ledger technology developed by the IOTA Foundation, and designed denovo to power the Machine Economy through data integrity and fee-less micro-transactions. 
B. Advantages and Disadvantages
BTC advantages include its wide spread adoption and testing, direct payments with no intermediaries, low fees compared to traditional transaction methods, and support for basic smart contracts (Such as OP_CHECKLOCKTIMEVERIFY which makes a transaction not spendable until verified). The disadvantages of BTC include that the consensus mechanism relies on a majority vote and thus is vulnerable to attack if one entity controls the majority of the system. In addition: the wallet (a person's identity in the system) can be lost; there is no built-in mechanism for refunds; and the consensus mechanism is proof of work based, creating high waste of electricity and computing power.
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IOTA advantages include: no transaction fees; more scalable than Bitcoin; quantum proof by design; and IOTA requires no mining (transaction verification). The disadvantages of IOTA at present include: scalability requiring lots of users; and unnecessary and vulnerable hash function; and the lack of smart contracts (still underdeveloped). 
C. Overall Analysis
In a technical sense, Bitcoin is a safer option over IOTA since it relies on very basic principles and well-proven/tested algorithms. 26 IOTA employs the use of a custom hash function, not standard use in the industry, and thus introduces additional security risk from a technical perspective.
27 Bitcoin, on the other hand, employs the industry standard hash function.
28 Additionally, Bitcoin's protocols are well tested due to the publicity and the drastic value volatility the coin has experienced recently. 29 IOTA protocols rely on a more complex concept (of directed acyclic graphs) which is less tested than Bitcoin's; however, IOTA's protocols claim to be quantum computing resistant.
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In September of 2017, a group of researchers published a paper identifying potential vulnerabilities in the underlying hash function to IOTA.
31 IOTA has since released statements that claiming that the paper disregarded several key factors of the IOTA protocol which mitigates the identified vulnerabilities.
32 IOTA ended up swapping out their custom hash function for an industry standard hash function.
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The strength of IOTA is still not clear, 34 but if IOTA's claim to be quantum computing resistant proves accurate, this additional security strength may prove to be a highly valuable attribute. IOTA Foundation, (Jan. 7, 2018) , https://blog.iota.org/official-iota-foundation-responseto-the-digital-currency-initiative-at-the-mit-media-lab-part-4-11fdccc9eb6d. 33 See Morgan Peck, Cryptographers Urge People to Abandon IOTA After Leaked Emails, IEEE Spectrum (Feb. 27, 2018) , https://spectrum.ieee.org/tech-talk/computing/networks/cryptographersurge-users-and-researchers-to-abandon-iota-after-leaked-emails. 34 All rights reserved interest in discovering additional quantum algorithms and developing hardware on which to run them."
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RSA is perhaps the most widely used public key cryptography algorithms. 38 Professors Hoffstein, Pipher and Silverman highlight the importance of integer factorization for RSA, observing "the security of RSA relies on the apparent difficulty of factoring large numbers." 39 The DOE reports:
quantum computing offers a fundamentally new approach to computation that promises capabilities not available with today's existing transistor-based processing. So far, the theory of quantum computing has found significant speed-ups to a few prominent algorithms in modeling, simulation and mathematics, and experimental efforts in quantum computer science have recently made great strides demonstrating crude quantum algorithms to solve modest problems in physical simulation and applied mathematics. In addition, it is believed that the operation of an idealized 100-qubit quantum computer may exceed the simulation capabilities of even future exascale computers. This suggests that quantum computers may have the potential to enable some aspects of computational science to progress far beyond exascale.
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A report by the MITRE corporation, a Federally Funded Research and Develop Center (FFRDC) for the US Government, examines the potential impact of quantum computing to blockchain technology:
The computational data structure known as a blockchain provides an open, public, distributed ledger that has many interesting applications, including digital currencies. The security of this ledger depends on the difficulty of solving certain cryptographic problems which are undermined by the potential of quantum computation. Specifically, hashes as used in signing the blocks of the ledger can be compromised, as can any public/private key system which relies on the so called hidden subgroup problem. 41 Brandon Rodenburg and Stephen P. Pappas continue to provide the following analysis:
In the context of quantum computing, we are confronted with two aspects of invalidating the promises of blockchain. First, the inversion of hashes is assumed to be computationally difficult. If this can be dramatically simplified by a quantum computer, the authenticity of the upstream blockchain can no longer be guaranteed and the authenticity of entries in the blockchain is compromised. . . . As a secondary threat, in any aspect of a blockchain implementation that uses public/private key cryptography, whether it be in information exchange between parties or in digital signatures, a quantum computer may be able to break the security of the encryption.
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If IOTA's claim to be quantum computing resistant proves accurate, then, even as quantum computing capabilities are developed, there should be no additional security risk.
43 This is not the case for Bitcoin's protocols since they rely on industry standard algorithms which are not quantum resistant and thus would require quick adaptation and presents a security risk as quantum computing capabilities continue to become operational. IOTA's protocols also allow for dramatically more transactions to occur and be verified in a shorter period of time.
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From a business perspective, both technologies offer substantial abilities. Bitcoin's strength is its wide-spread use and adoption. This adoption allows for easier integration into existing systems and uses of Bitcoin technology. Bitcoin being one of the first distributed ledger technologies allows for easier software development and integration into systems. However, IOTA's feeless and scalable design allows for a more realistic replacement of existing systems. A summary comparison can be seen in the graphic in Exhibit 4.
E. Challenges
The biggest problem that distributed ledger technologies face, are scalability for adoption into the real world.
45 Even cryptosystems like Bitcoin, which have risen to public notoriety, lack the scalability to be adopted in a way which largely replaces current systems. 46 For example, as Bitcoin now exists, it cannot be adopted by a country or large bank to replace the existing online banking systems because of its limitations as to: (1) the number of transactions which can be processed at a time; and (2) verification rate for Bitcoin, but these modifications are not enough for wide spread use or adoption. 48 An extensive overhaul of the Bitcoin protocols would be necessary in order for it to function on a wide-spread system. This lack of scalability in the design of Bitcoin creates a challenge for realistic use while IOTA's inherent design for scalability makes IOTA a far more attractive choice.
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A depiction of scalability of Bitcoin and IOTA can be seen in Exhibit 3. 
F. When to Use Blockchain
The previously mentioned capabilities, benefits, and costs calls into question when blockchain should be used. Concrete examples are described below in Section VIII (Infra). Karl Wüst and Arthur Gervais provide the following insight into when blockchain may be reasonably applied "In general, using an open or permissioned blockchain only makes sense when multiple mutually mistrusting entities want to interact and change the state of a system, and are not willing to agree on an online trusted third party. . . ."
If no data needs to be stored, no database is required at all, i.e. a blockchain, as a form of database, is of no use. Similarly, if only one writer exists, a blockchain does not provide additional guarantees and a regular database is better suited, because it provides better performance in terms of throughput and latency. If a trusted third party (TTP) is available, there are two options. First, if the TTP is always online, write operations can be delegated to it and it can function as verifier for state transitions. Second, if the TTP is usually offline, it can function as a certificate authority in the setting of a permissioned blockchain, i.e. where all writers of the system are known. If the writers all mutually trust each other, i.e. they assume that no participant is malicious, a database with shared write access is likely the best solution. If they do not trust each other, using a permissioned blockchain makes sense. Depending on whether public verifiability is required, anyone can be allowed to read the state (public permissioned blockchain) or the set of readers may also be restricted (private permissioned blockchain). If the set of writers is not fixed and known to the participants, as is the case for many 55 Id.
cryptocurrencies such as Bitcoin, a permissionless blockchain is a suitable solution. . . .
In a centralized system, the performance in terms of latency and throughput is generally much better than in blockchain systems, as blockchains add additional complexity through their consensus mechanism. For example, Bitcoin can currently only sustain a throughput of approximately seven transactions per second (which could be extended to approximately 66 without compromising security), while a centralized system such as Visa can handle peaks of more than fifty thousand transactions. There is a tradeoff between decentralization, i.e. how well a system scales to a large number of writers without mutual trust, and throughput, i.e. how many state updates a system can handle in a given amount of time. When making the decision of whether to use a blockchain system or not, this tradeoff should be taken into account as well.
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These tradeoffs between permissionless and permissioned blockchains are summarized in Exhibit 5 below: a digital representation of value that can be digitally traded and functions as (1) a medium of exchange; and/or (2) a unit of account; and/or (3) a store of value, but does not have legal tender status (i.e., when tendered to a creditor, is a valid and legal offer of payment) in any jurisdiction. It is not issued or guaranteed by any jurisdiction, and fulfils the above functions only by agreement within the community of users of the virtual currency. Virtual currency is distinguished from fiat currency (a.k.a. "real currency," "real money," or "national currency"), which is the coin and paper money of a country that is designated as its legal tender; circulates; and is customarily used and accepted as a medium of exchange in the issuing country. It is distinct from e-money, which is a digital representation of fiat currency used to electronically transfer value denominated in fiat currency.
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A. History
Trautman and Harrell have previously documented the history of barter, money, evolution of primitive money, development of a schematic for regulation of money in the United States, and modern approach to regulation and payment system mechanics. 63 We will not repeat that description here. Many observers trace the genesis of virtual currencies to David Chaum's 1982 crypto journal article.
64
Virtual assets and marketplaces found in Massively Multiplayer Online Games (MMOGs) such as Second Life where virtual assets were exchanged for actual sovereign currencies were also an inspiration for the development of cyber currencies.
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B. Bitcoin
Then, in 2009, the creation of Bitcoin is credited to a pseudonymous hacker or group of hackers known as Satoshi Nakamoto. 66 For the first few years of dramatic growth in virtual currencies, the history of Bitcoin is materially synonymous with the widespread awareness of the blockchain. 62 68 Ranked by market capitalization at January 3, 2019, the top ten cybercurrencies are: Bitcoin ($67.26 billion); Ethereum ($15.6 billion); Ripple ($14.7 billion); Bitcoin Cash ($2.8 billion); EOS ($2.4 billion); Stellar ($2.1 billion); Litecoin ($1.9 billion); Bitcoin SV ($1.5 billion); Tron ($1.3 billion); and Cardano ($1.1 billion).
69 By far the largest of these more than two thousand cryptocurrencies, Bitcoin's market capitalization is comparable to 51.3% of all virtual currencies combined as of January 3, 2019.
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D. International Acceptance Differs
The worldwide market for virtual currencies, and Bitcoin in particular, has encountered uneven acceptance during the past few years 71 
F. Anti-Money Laundering (AML) Considerations and FinCEN
The FinCEN is a small bureau of the U.S. Treasury Department, having only approximately 340 employees during 2013, and reports directly to the Office of Terrorism and Financial Intelligence. FinCEN has stated its' mission as:
to safeguard the financial system from illicit use, combat money laundering and promote national security through the collection, analysis, and dissemination of financial intelligence and the strategic use of financial authorities."
79 Among FinCEN's responsibilities is to issue regulations and administer the Bank Secrecy Act (BSA). 80 The BSA requires that a wide range of financial institutions assist FinCEN by 74 88 and institutions engaged in the preservation of U.S. national security interests 89 ̶ the universe of virtual currencies markets and currency exchangers have been subject to cyber breach. 90 As discussed more fully in our coverage of Initial Coin Offerings and The DAO funding (see Section VI, Infra), the SEC reports, "After DAO Tokens were sold, but before The DAO was able to commence funding projects, an attacker used a flaw in The DAO's code to steal approximately one-third of The DAO's assets."
G. Threat of Cyber Hack
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It is important to note that most major breaches of cryptocurrency are not due to the underlying blockchain code being exploited, but rather the supporting software which is implementing it. These breaches tend to occur at coin exchanges or currency managers. 92 Toward the middle of 2018, attackers began springing 51% attacks on a series of relatively small, lightly traded coins including Verge, Monacoin, and Bitcoin Gold, stealing an estimated $20 million in total. In the fall, hackers stole around $100,000 using a series of attacks on a currency called Vertcoin. The hit against Ethereum Classic, which needed more than $1 million, was the first against a top-20 currency. David Vorick, cofounder of the blockchain-based file storage platform Sia, predicts that 51% attacks will continue to grow in frequency and severity, and that exchanges will take the brunt of the damage caused by double-spends. have an estimated value of $3.6 to $4.8 trillion, or seven percent of global Gross Domestic Product, and result in $130 billion in lost revenue annually to the private sector. TCOs should be regarded as a national security threat that is undermining U.S. government efforts to combat illegal drugs, arms, human trafficking, terrorism, and other crimes to include money laundering, cybercrimes, fraud, and corruption. Given the profit potential, terrorist and insurgent groups have been steadily incorporating criminal activities into their business models, thus blurring the line between TCOs and terrorist organizations.
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Cryptocurrency is the preferred currency for not only cyber criminals, as seen in the thousands of ransomware attacks, 96 but also for criminals operating through the internet. TOR, a (mostly) anonymous private network sometimes referred to as the dark net, leverages Bitcoin and other major cryptocurrencies to provide a level of trusted assurance and anonymity amongst parties who buy, trade, and sell everything from drugs to weapons to people. It is important to note that not everything described is illicit on the dark net or TOR as it can provide access to things that some countries lack, such as free speech, 97 or simply can provide anonymity and access to more goods. 94 Id. 
VI. INTERNET SCAMS ABOUND
Virtual currencies such as Bitcoin, Etherium, Ripple, et. al., along with other new applications of blockchain create a seemingly never-ending challenge for law and regulation to keep pace.
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With rapid advances in technology, global regulatory and law enforcement bodies encounter novel and difficult enforcement challenges. In the United States, regulators such as the Commodity Futures Trading Commission (CFTC), Securities and Exchange Commission (SEC), and the Financial Crimes Enforcement Network (FinCEN) division of The Department of the Treasury must respond to these new demands.
Do we want to discuss other country's attempts to regulate? Such as china who has banned cryptocurrency and is looking to issue their own state currency or (south) Korea who initially banned it but repealed the ban due to enforcement issues and civil push back.
A. Securities and Exchange Commission
Cyber-securities fraud remains an unanticipated challenge to the regulation of global and U.S. securities markets, certainly "unimagined over eighty years ago by drafters of the Securities and Exchange Acts. . . . . A number of concerns have been raised regarding the cryptocurrency and ICO markets, including that, as they are currently operating, there is substantially less investor protection than in our traditional securities markets, with correspondingly greater opportunities for fraud and manipulation.
. . .
[T]o date no initial coin offerings have been registered with the SEC. The SEC also has not to date approved for listing and trading any exchange-traded products (such as EFTs) holding cryptocurrencies or other assets related to cryptocurrencies.
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Representative of recent SEC enforcement actions regarding virtual currencies or initial coin offerings is the settlement announced on December 12, 2018, wherein:
Two former executives behind an allegedly fraudulent initial coin offering (ICO) that was stopped by the Securities and Exchange Commission earlier this year have been ordered in federal court to pay nearly $2.7 million and prohibited from serving as officers or directors of public companies or participating in future offerings of digital securities.
AriseBank's then-CEO Jared Rice Sr. and then-COO Stanley Ford were accused of offering and selling unregistered investments in their purported "AriseCoin" cryptocurrency by depicting AriseBank as a first-of-its-kind decentralized bank offering a variety of services to retail investors.
"Rice and Ford lied to AriseBank's investors by pitching the company as a first-of-its kind decentralized bank offering its own cryptocurrency for customer products and services," said Shamoil T. Shipchandler, Director of the SEC's Fort Worth Regional Office. "The officer-and-director bar and digital securities offering bar will prevent Rice and Ford from engaging in another cryptoasset-based fraud." REV. 191, 193 (2016); Carla L. Reyes, Conceptualizing Cryptolaw, 96 NEB. L. REV. 384, 399 (2017) ; Usha Rodrigues, Law and the Blockchain, 104 IOWA L. REV. (forthcoming 2018) (manuscript at 50), https://ssrn.com/abstract=3127782; Scott Shackelford & Steve Myers, Block-by-Block: Leveraging the Power of Blockchain Technology to Build Trust and Promote Cyber Peace, 19 YALE J. L. & TECH. 335, 366 (2017) . 101 See Jay Clayton, Statement on Cryptocurrencies and Initial Coin Offerings, U.S. SEC. EXCH. COMM'N (Dec. 11, 2017) , https://www.sec.gov/news/public-statement/statement-clayton-2017-12-11.
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To settle the SEC's charges, Rice and Ford agreed to be held jointly and severally liable for $2,259,543 in disgorgement plus $68,423 in prejudgment interest, and each must pay a $184,767 penalty. They also agreed to lifetime bars from serving as officers and directors of public companies and participating in digital securities offerings, and permanent prohibitions against violating the antifraud and registration provisions of the federal securities laws. . . . 102 In terms of SEC focus on distributed ledger technology, digital assets and Initial Coin Offerings, SEC Chairman Jay Clayton states that an:
area where the Commission and staff have spent a significant amount of time relates to distributed ledger technology, digital assets and initial coin offerings (ICOs). I expect that trend will continue in 2019. A number of concerns have been raised regarding the digital assets and ICO markets, including that, as they are currently operating, there is substantially less investor protection than in the traditional equities and fixed income markets, with correspondingly greater opportunities for fraud and manipulation.
I believe that ICOs can be effective ways for entrepreneurs and others to raise capital. However, the novel technological nature of an ICO does not change the fundamental point that, when a security is being offered, our securities laws must be followed.
In an effort to centralize and better coordinate the staff's work on these important issues, the SEC recently announced the formation of a new Strategic Hub for Innovation and Financial Technology ("FinHub") within the agency. Staffed by representatives from across the Commission, the FinHub serves as a public resource for fintech-related issues at the SEC. As the FinHub and our other activities demonstrate, our door remains open to those who seek to innovate and raise capital in accordance with the law.
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B. Commodity Futures Trading Commission
The CFTC claims regulatory authority over digital assets (virtual currencies) under a theory that the CFTC's authority over futures and other derivatives extends to virtual currencies as commodities as defined in Section 1a(9) of the Commodity Exchange Act.
104 Based on the important characteristics of digital assets such as bitcoin, these assets, like commodities, "are units of 102 Press Release, SEC, Executives Settle ICO Scam Charges (Dec. 12, 2018) , https://www.sec.gov/news/press-release/2018-280. 103 Jay Clayton, Chairman, U.S. Securities and Exchange Commission, SEC Rulemaking Over the Past Year, the Road Ahead and Challenges Posed by Brexit, LIBOR Transition and Cybersecurity Risks (Dec. 6, 2018) , https://www.sec.gov/news/speech/speech-clayton-120618. 104 See 7 U.S.C. § 1a(9) (2012); see also Coinflip, Inc., CFTC No. 15-29 (Sept. 17, 2015) ; BFXNA Inc., CFTC No. 16-19 (June 2, 2016 When market participants engage in fraud under the guise of offering digital instruments-whether characterized as virtual currencies, coins, tokens, or the like-the SEC and the CFTC will look beyond form, examine the substance of the activity and prosecute violations of the federal securities and commodities laws. The Divisions of Enforcement for the SEC and CFTC will continue to address violations and bring actions to stop and prevent fraud in the offer and sale of digital instruments.
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VII. USES FOR BLOCKCHAIN
A comprehensive discussion of the numerous potential identified use cases for blockchain technologies to date far exceeds the scope of this article. While not exhaustive, we have identified the following promising potential blockchain applications: accounting and auditing; agriculture; anti-money laundering; artificial intelligence; bills of lading; business supply chains; carbon markets; commercial real estate; commodity platform; copyrights; corporate governance; creative and artistic industries; deceptive counterfeit prevention; economic planning; education; elections; entrepreneurship and innovation; fiat money; financial services and capital markets; fractional ownership; governance; healthcare; insurance; internet of things (IoT); knowledge management; law enforcement; legal practice; marketing; privacy; promotion of world peace; property law; renewable energies; satellite navigation; securities clearing and settlement; smart cities; smart contracts; state and municipal operating efficiencies; and tax calculation and compliance. Space limitation precludes our coverage of little more than brief mention of these topics. However, a hopefully useful overview follows. difficult challenges. 112 A new literature about virtual currency threats and blockchain applications related to anti-money laundering efforts is emerging.
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D. Artificial Intelligence
Examples of potential uses for blockchain technology with artificial intelligence (AI) are now appearing in the literature.
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E. Bills of Lading
According to Elson Ong, "A bill of lading operates as a document of title if it enables the consignee to take delivery of the goods at their destination or to dispose of them by the endorsement and delivery of the bill of lading." 115 Other scholars have discussed the application of blockchain technology to bills of lading.
116
F. Business Supply Chains
Business supply chains appear to be an area having unusually robust promise for successful blockchain application. 
G. Carbon Markets
Several scholars have written about the application of blockchain technology to carbon markets. 118 See also our separate discussion regarding renewable energy (Infra.).
H. Commercial Real Estate
A literature review reveals a modest trail of scholarship to date illustrating blockchain applications to commercial real estate. 119 See also coverage of property law and real estate (Infra).
I. Commodity Platforms
Commodity trade finance platform proposals using distributed ledger technology has been noted.
120
J. Copyrights
A number of scholars have written about the application of blockchain technology to copyright. 
K. Corporate Governance
Directors are responsible for the governance of a corporation. 122 Numerous scholars have found blockchain applications to be applicable to the governance of corporations.
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L. Creative and Artistic Industries
Outside the specific category of copyright, a number of scholars have written about the potential value of blockchain to a broad category of endeavors we are describing as the creative and artistic industries.
124
M. Deceptive Counterfeit Prevention
The potential for deployment of blockchain technology in the prevention of deceptive counterfeit goods is noted.
BB. Marketing
Professors Campbell Harvey, Christine Moorman, and Marcos Castillo Toledo present a compelling argument for the first movers in applying blockchain to marketing.
141
CC. Privacy
The intersection of blockchain technology and privacy issues has been addressed to date by several scholars. 
EE. Property Law and Real Estate
Professor Katie Szilagyi discusses how blockchain has created novel and significant demands for changes in property law. 144 Real estate practitioner Avi Spielman observes, "the inevitable convergence of blockchain and real estate may be viewed as a modern-day example of the classic confrontation staged when an immovable object meets an unstoppable force."
145 Potential applications of blockchain to real estate include, "improvements in database management, information management, and efficiency ̶ such as multiple listing services (MLS) and smart contracts (leasing)."
146
An excellent You Tube video about "Emerging Real Estate Trends in Cryptocurrency and Blockchain," is perhaps the most cogent explanation we've seen about the economics of blockchain mining.
147 Based in Montreal, Canada, CBRE's real estate professional David Cervantes, observes:
Power Availability Dictates the Real Estate Footprint
If we consider the global map of primary hubs for the mining process of crypto currency . . . the real driver is excess power or unused capacity at the generating source of power internationally. It is not enough to have cheap power, it must be cheap and abundant thus allowing for a marketplace to set-in.
We monitor power costs across our many markets and find our clients gravitating to those regions that can offer power in the range of 2.5 to 5.5 cents US per kWh. [2016 numbers] But increasingly, we are seeing a demand for greater price certainty with guaranteed power contracts exceeding 5-year terms.
When seeking the link between the demand for mining capacity and the growth of the global mining footprint, all indicators point to the contracting of power. Crypto mining operations, the end-users of real estate in this industry, are required to strike power contracts with local utility companies. Where the power utilities are ready to commit to this sector by way of predictable power contracts, we see rampant growth.
In China, for years, there had been no obstacles to growth for the large crypto mining firms. [During 2016] , nearly 80% of the world's crypto mining throughput was being processed in China.
Utility companies, originally only a supplier of electricity to the sector have begun to partner with [blockchain] miners or have become themselves operators of crypto mines. This had led to coins acting as a unique store-of-value, not in the investment sense, but as a store of excess electrical capacity. Utility companies can tokenize their excess capacity when power is abundant and thus stabilize their profits when power is less so. . . .
Power Cost
To offer a window into the global marketplace for space and power, there is an emerging cost model and metric that allows market players to compare and compete internationally. The two variables are full-service power cost and facility cost. Now this is a departure from our traditional real estate inputs of dollars and square feet or square meters, but it begins belies the importance of power and cost to this sector as opposed to area. If we add the regional power cost to the facility cost and compare that figure to markets around the globe, we can quickly observe thresholds deemed appropriate by end users to pursue a deal.
To provide an example from the wholesale colocation market: We earlier referenced desirable power costs at 2.5 to 5.5 cents per kWh US. [2016 numbers] 148 The market rate paid for wholesale hosted transactions is 7 to 10 cents per kWh US.
The margin remaining when we deduct the local power cost from the total wholesale cost represents the rent potential of the facility. . . .
How Regulations Act as Both a Threat and a Stabilizing Force
Power policy and government regulation has already played a significant role in this sector and will continue to impact the attractiveness of markets. Real estate is strongly linked to power policy in this sector just as it is in other high-power consuming industries like the production of steel. . . .
As an example, the recorded demand from crypto currency miners targeting the Province of Quebec in the 5 months between October 2017 and February 2018 was 18,000 MWs. Hydro Quebec, the publicly operated utility company, called for government intervention. A moratorium was enacted, and new regulations were imposed in order to process and prioritize the demand. In order to manage the market, the government enacted both an economic development rate to be applied to firms that they deep qualified and a punitive and retroactive rate of 15 cents per KWH for any firms found to be operating without a permit. These new rules sent many end-users scrambling to determine whether they would be awarded permits and dissuaded many others from entry.
Regulation is a threat when a regional government can halt or hike prices of power. Any market which has opened its doors to new demand and who boasts alignment with government becomes a safer destination by comparison. A market which is post-regulation and/or has government alignment is even more attractive than those markets without any regulation at all.
Site selection for crypto currency is gaining sophistication as operators are expanding their criteria beyond low-cost power to now also value predictable and reliable power. In the pursuit to stem risk in an inherently risky early phase of this business, regulation, if not too heavy handed, can provide a framework for productive deal making.
148 E-mail from David Cervantes, Sr. Vice. Pres., CBRE Ltd. to Lawrence J. Trautman (Mar. 4, 2019, 12: 19 CST) (on file with authors) (observing "market pricing has come down since publication. Certainly $0.02 less per kwh USD in both wholesale and retail examples). activity of many state legislatures thus far has been limited to regulation to clarify existing money transmission laws to reflect cryptocurrency exchanges, Desouza et al., write, "that the vast majority of US states have taken at least some form of regulatory stance concerning cryptocurrencies and blockchain technology." 159 Previously, Trautman has described the Delaware Blockchain Initiative, intended as, "a comprehensive program intended to spur adoption and development of blockchain and smart contract technologies in both public and private sectors." [t]hen governor Jack Markell noted that "Smart contracts offer a powerful and innovative way to streamline cumbersome backoffice procedures, lower transactional costs for consumers and businesses, and manage and reduce risk," and suggested that the state will "lead the way in promoting blockchain technology and its growing role in digital commerce."
161
MM. Tax Computation and Compliance
A number of scholars have explained the use of blockchain technology to facilitate the computation, collection, or other issues surrounding the topic of tax. 
NN. Timber Tracking
At least one scholar has focused on the application of blockchain to track timber production.
163
VII. CONCLUSION
The blockchain is a new and potentially disruptive technology. We have looked at a number of promising use cases. Our goal has been to provide a highly readable description of what blockchain entails; how it works; and what blockchain applications show promise beyond virtual currencies. We envision entrepreneurs coming together with those trained in computer science and cryptography to conduct interdisciplinary research and product development. The development of realistic blockchain-based systems is underway as the blockchain community gains traction.
